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U.S. Dept. of Labor

OSHA Rules of Behavior for OITS

Rules of Behavior

Use of the Occupational Safety and Health Administration (OSHA) Legacy Data (OLD) Applications is granted for the performance of legitimate business on the behalf of the Department of Labor. Any other use is strictly prohibited. The OSHA Directorate of Administrative Programs (DAP) Office of Information Technology Solutions (OITS) is responsible for IT security of the OITS Applications. Users are required to adhere to these Rules of Behavior. Users are required to report violations of this policy to OITS.
As a user of OITS Applications, I understand that I am personally responsible for my use and any misuse of my user account and password. I understand that by accessing a U.S. Government information system that I must comply with the following requirements:

1. Users must:

· Safeguard the information to which you have access at all times.
· Obtain your supervisor’s written approval prior to taking any DOL sensitive information home or otherwise away from the office. The supervisor’s approval must identify the business necessity for removing such information from the DOL facility. 
· Adhere to the security policies and procedures when approval is granted to take sensitive information home or away from the office. 

2. The system is intended for official government use only. 

3. The system may not be used for commercial purposes, for financial gain, or in support of “for profit” non-government activities.

4. The government reserves the right to monitor the activities of any user and/or any machine connected to OITS Applications. 
5. The OITS Applications information contained within are the property of the federal government. The Department of Labor owns the data stored on these systems, including all messages and information, even those deemed personal.

6. No data may be transmitted on the system that is more sensitive than the level for which that system has been approved.

7. Information that was obtained via OITS Applications may not be divulged outside of government channels without the express, written permission of the system owner.

8. Any activity that would discredit the Department, including, but not limited to, seeking, transmitting, collecting, or storing defamatory, discriminatory, sexually explicit, obscene, harassing, or intimidating messages or material, is prohibited.

9. Any activity that violates Federal laws for information protection (e.g., hacking, phishing, spamming, etc) is prohibited. Violations will be turned over to the appropriate Federal law enforcement organization for prosecution.

10. OITS Application user accounts are provided solely for the use of the individual for whom they were created. Passwords or any other authentication mechanism should never be shared or stored any place easily accessible. If stored a password may not be stored in a clear-text or readable format. Sharing of user accounts is grounds for terminating system access.

11. Per DOL Policy, OITS Applications have the following password format requirements:
Passwords must be at least 8 alphanumeric characters in length, and contain a mix of three of the following four character types:

· English upper case letter (A, B, C, etc.)

· English lower case letter (a, b, c, etc.)

· Special character, including {, }, [, ], (, ), <, >, :, ', ", ?, /, |, `, ~, !, @, #, $, %, ^, &, *, _, -, +, =

· Arabic number (0, 1, 2, 3, etc.)

12. Passwords cannot be any of the following:

· Dictionary words or common names, such as Betty, Fred, Rover

· Portions of associated account names, for example, user ID, login name

· Consecutive character strings, such as abcdef, 123456

· Simple keyboard patterns, such as asdfgh, qwerty

· Generic passwords, such as a password consisting of a variation of the word

· “password” (e.g., P@ssword1)

13. Passwords must be changed every 90 days.

14. Password may not be reused. Password history will prevent users from using the same password for no less than 12 previous password changes.

15. After three invalid password attempts, the user account will be locked. The user must send an email to OSHAApplications@dol.gov for identification verification and to unlock the account. 

16. The information owner or appropriate management authority must approve and authorize the employee's level of access in writing via documented account management procedures.

17. The unauthorized acquisition, use, reproduction, transmission, or distribution of any controlled information including computer software and data, that includes privacy information, copyrighted, trade marked or material with other intellectual property rights (beyond fair use), pre-public release information such as economic indicators, proprietary data, or export controlled software or data is prohibited. All use of copyrighted software must comply with copyright laws and license agreements.

18. All access to a computer system must be approved and authorized in writing by the appropriate management authority or the system owner.

19. Authorized users do not have a right, nor should they have an expectation, of privacy while using any Government office equipment at any time. Users of OITS Applications have no expectation of privacy while using any government-owned or leased information technology resources including, but not limited to: information systems; networks; and related hardware and software, such as workstations, servers, word processors, e-mail, spreadsheets, Internet browsers, etc. Anything and everything done while logged into the system is subject to monitoring and recording.

20. Any security problems or password compromises must be reported immediately to the senior agency information security manager and an email sent to OSHAApplications@dol.gov.
21. I understand that Federal law provides for punishment under Title 18, U.S. Code, including a fine and up to 10 years in jail for the first offense for anyone who commits any of the following violations:

· Knowingly accesses an information system without authorization, or exceeds authorized access, and obtains information that requires protection against unauthorized disclosure.

· Intentionally, without authorization, accesses a government information system and impacts the government’s operation, including availability of that system.

· Intentionally accesses a government information system without authorization, and alters, damages, or destroys information therein.

· Prevents authorized use of the system or accesses a government information system without authorization, or exceeds authorized access, and obtains anything of value.

22. When the user no longer has a legitimate need to access the system, the user must notify the appropriate management authority immediately in writing so that access can be terminated.

23. Activity using OSHA information technology resources is subject to Freedom of Information Act (FOIA) requests, to monitoring in the course of system administration, and to audit or law enforcement reviews to protect resources from inappropriate use. 

24. The system will be checked periodically to ensure no unauthorized accounts exist, and that the membership of security groups used to grant permissions to control or manage the information system resources has not changed.

25. Any file, i.e. form, case information, etc., must be scanned for viruses before it is run or accessed. 

I have read the above Rules of Behavior for OITS Applications.  I understand these terms and agree to abide by them while using OITS Application resources. 
______________________________________________

___________

Signed








Date

_____________________________________________

Print Name
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