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Appendix F
Example 1. Kaiser Permanente Hazard Vulnerability Analysis

HAZARD AND VULNERABILITY ASSESSMENT TOOL

(example of format used with a complete threat list)

RISK = PROBABILITY * SEVERITY
TECHNOLOGIC EVENTS
SEVERITY = (MAGNITUDE - MITIGATION)
PROBABILITY[  HUMAN PROPERTY PREPARED-| INTERNAL | EXTERNAL | RISK
EVENT IMPACT iMpACT | BUSINESS IMPACT |~ (p g RESPONSE | RESPONSE
Likelihs;)cdutrhis will Possibil;g; ;g death or Physingn l;);zeszs and i 6 T Time; :ﬁe;c:é\;iness, CO;?%Z;Z/Z;Z?QJM Iizfitai\;e
0= N/A 0= N/A 0= N/A 0= N/A 0= N/A 0= N/A 0=N/A
SCORE é ; ILl;ovrierate é ; ]Ll/;)ov;erate é ; f\;ov;erate é ; ]Ll/;)ov;erate é ; fllfgerate é ; f/[lfa};erate ; ;i/lhf:erate = M
3 = High 3 = High 3 = High 3 = High 3 = Low or none| 3 = Low or none 3 = Low or none
Mass Casualty Incident
(trauma)
Terrorism, Biological
Mass Casualty Incident
(medical/infectious)
Fuel Shortage
Natural Gas Failure
Water Failure
Sewer Failure
Steam Failure
Fire Alarm Failure
Communications Failure
Medical Vacuum Failure
HVAC Failure
Information Systems
Failure
Fire, Internal
Hazmat Exposure, Internal
AVERAGE SCORE
SThreat increases with percentage.
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