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Chapter I

PROGRAM REQUIREMENTS, MANAGEMENT AND RESPONSIBILITIES

L Purpose.
A. This revision of the Records Management Manual provides updated records
management procedures dealing with OSHA records and nonrecords, regardless
of media.

B. The Occupational Safety and Health Administration (OSHA) Records
Management Manual:

1. Sets OSHA policy and objectives on records management.

2. Provides OSHA employees a single comprehensive authority on records
management for all documentary materials regardless of media.

3. Promulgates guidelines for records management including files
management, records documentation requirements, records disposition,
records management reviews, maintenance and disposition of classified
material, handling and safeguarding of limited access materials including
materials subject to the Privacy Act, and the Bi-Annual Records
Management Report.

4. Assigns responsibilities to carry out OSHA’s records management
program.

11. Scope. This instruction applies OSHA-wide.

I11. Action Information.

A. Responsible Office. Office of Management Systems and Organization (OMSO).

B. Action Offices. National, Regional, Area and District Offices.

C. Information Offices. OASAM Regional Offices.

IV.  Cancellation. Cancel OSHA Instruction ADM 12.4, OSHA Records Management
Program

V. Action. All offices will implement the revised policies and procedures in this manual.
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VIIL

VIIL

IX.

Reference. The following instructions are referenced in this instruction:

A. OSHA Instruction ADM 12-0.1, OSHA Classification System

B. OSHA Instruction ADM 12-0.5A, OSHA Compliance Record System

C. OSHA Instruction ADM 12-7.2A, Regional and Area Office Records Disposition

D. OSHA Instruction ADM 12-7.3, National Office Records Disposition Schedule

Background.

A. The Federal Records Act of 1950, as amended, in Section 506(b) requires that the
"Head of each Federal agency establish and maintain an active Records
Management Program." Records Management is an "active, continuing program
for controlling the creation, maintenance, use, and disposition of records within an
organization to document and transact its business.” NARA and GSA provide
government-wide oversight in the field of records management.

B. A maximum penalty of $2,000 and/or three years in prison may be imposed for
the unlawful destruction or removal of official records (18 USC 2071).

Major Changes. This revision has changed the emphasis of OSHA’s Records
Management Program from paper records to all records. There are new chapters on
documentation of policies, procedures, activities and transactions or RECORD
KEEPING, paper and other hard copy records, electronic records, audiovisual records,
and micrographic records as well as new appendices on care of electronic documentary
materials, guidelines for selection of media for RECORD KEEPING, and additional
information. The requirement to submit an annual records management report has been
changed to biannual submission. The detailed instructions for management of paper
records have been lightened to allow offices greater flexibility in managing their paper
records.

Program Objectives. The objectives of the OSHA Records Management Program are to:

A. Assure compliance with the provisions of Federal law and regulation applying to
records management.

B. Provide effective control over the creation, RECORD KEEPING (maintenance),
use, and disposition of all records regardless of medium.
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XI.

XII.

Ensure that the creation of agency records is at the minimum level necessary for
effective program operations.

Ensure that agency policies, decisions and procedures are accurately and
adequately documented.

Prevent the unnecessary accumulation of records through application of a records
disposition program throughout OSHA.

Authorities. The policy and procedures in this manual are issued pursuant to the
following:

A.

Federal Records Act of 1950, as amended (44 USC Chapters 29, 31 and 33, as
amended).

Paperwork Reduction Act of 1995, as amended (P.L. 104-13)(44 USC Chapter
35).

Office of Management and Budget's OMB Circular A-130, Management of
Federal Information Resources.

National Archives and Records Administration's (NARA) Records Management
regulations (36 CFR Subchapter B).

Department of Labor's Records Management Program regulations (DLMS 1,
Chapter 400).

Glossary of Terms. A glossary of common Information and Records Management terms

is located in Appendix B.

Policy.

A

All records of OSHA, regardless of medium, shall be filed in accordance with an
approved filing system, filing scheme or naming convention. (Also see Chapter
XV.)

Paper records shall be filed in accordance with OSHA Instruction ADM 12-0.1 or
in accordance with regional filing systems approved by the OSHA Records
Management Officer.

Special records (non-paper) shall be filed in accordance with approved filing

schemes or naming conventions as specified in agency directives or, in the
absence of specific instructions, as best suits the user's needs.
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All records of OSHA, regardless of medium, must be identified and scheduled for
disposition on a Standard Form 115, Request for Records Disposition Authority,
approved by NARA or, for certain administrative records, approved for
disposition in accordance with the NARA-issued General Records Schedules
(GRS). Any records not included on an SF-115 or in the GRS are unscheduled
records and may not be destroyed until they are scheduled. For additional
information about records disposition, refer to Chapter VII, Records Disposition.

Records schedules authorize retirement of records to FRC’s. Records will not be
sent to an FRC unless they are covered by an item on a records disposition
schedule. The media of the records is irrelevant. For additional information
about records transfers, refer to Chapter VIII, Retirement of Records to Federal
Records Centers.

Only records relating to approved transfers of functions and realignments may be
transferred or removed from the agency without an approved disposition schedule.

All actions specified in an approved disposition schedule, including destruction,
retirements, transfers, or removals, should be accomplished within 120 days of the

scheduled time.

Records system revisions may be made as follows:

1. Revisions to paper or hard copy filing systems (except for subject
expansions) shall not be made without the prior approval of the OSHA
Records Officer.

2. Revisions to electronic filing systems, naming conventions, etc. shall not

be made without the approval of the OSHA Records Officer or the
Director, Office of Management Data Systems.

3. Changes to records schedules must be made by the OSHA Records Officer
with the approval of NARA.

4, Records not listed for disposition in approved records schedules must be
submitted to NARA for approval by the OSHA Records Officer before
those records may be destroyed. All unscheduled OSHA records,
regardless of medium, must be treated as permanent records. See the
NARA regulations at 36 CFR Subchapter B for specific requirements for
paper, microform, electronic and other record media.

5. Changes made to filing subjects under authority of this manual do not
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apply to directive filing subjects. ONLY classify directives in accordance
with the subjects specified in OSHA Instruction ADM 12.1 and not
identified as records management subjects.

XIII. Responsibilities.

A.

Director, Administrative Programs. The Director monitors the overall
administration of the OSHA Records Management Program.

Controlled Correspondence Unit. The Head, Controlled Correspondence Unit,

serves as the Program Records Officer for the Office of the Assistant Secretary.

Directors of National Office Directorates and Independent Offices. Program

Directors:

1. Provide oversight for their organization's records management program.

2. Appoint a Program Records Officer to manage, direct, and coordinate all
records management activity within the organization. Notify the OSHA
Records Officer of the appointment.

3. Appoint Records Liaison Officers in subordinate offices, as needed.

Administrators of Regional Offices. Regional Administrators:

1.

2.

Provide oversight for the Region's records management program.

Comments on proposed records systems, records schedules, and other
records management matters affecting the region.

Requests comments from OSHA field organizations on proposed records
systems, records disposition schedules, and other records management
matters and submits those comments to the OSHA Records Management
Officer.

Conducts reviews of regional records management practices as part of
audits of regional administrative practices.

Appoint a Regional Records Officer to manage, direct, and coordinate all
records management activity within the region. Notify the OSHA Records
Officer of the appointment.

Area Offices. The Area Director shall appoint a Records Liaison Officer to
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manage all records management activity within the area and notify the appropriate
Regional Records Officer of the appointment.

Director, Information Technology. The Director:

1. Implements systems for backing up electronic records that guard against
the loss of records information because of equipment defects, human error
or theft.

2. Develops controls to prevent the unauthorized alteration or erasure of
information in electronic documentary materials that serve as official
records.

3. Maintains a complete inventory of all OSHA electronic RECORD
KEEPING (computer) systems that are used to process agency records and
electronic publications.

4. Determines how electronic records will be maintained to meet operational
and archival requirements.

5. Develops and maintains sufficient documentation of programs for all
electronic records systems to allow authorized offices to read and retrieve
the data from OSHA's electronic records systems.

6. Assures information on magnetic media is destroyed or offered to NARA
for retention in accordance with Agency records disposition schedules and
the General Records Schedules.

7. Advises the OSHA Records Officer when developing and/or approving
new electronic records systems or enhancements to existing systems.

8. Provides descriptions of electronic record systems to the OSHA Records
Management Officer including suggested records disposition periods to be
used in developing records schedules for electronic records.

OSHA Records Officer. The Director, Office of Management Systems and
Organization serves as the OSHA Records Officer and:

1. Develops, manages and directs the OSHA Records Management Program.

2. Serves as the OSHA liaison with the Department, NARA, GSA, OMB,
GAO, and other agencies on matters relating to records management.

1-6



Develops agency records management policies, procedures and operations
that meet Departmental, OMB and GSA/NARA standards.

Issues instructions and other directives implementing agency records
management policies, procedures and operations.

Conducts surveys and reviews of records management practices and
operations including oversight of program and regional management of
existing information systems. This includes RECORD KEEPING and
records disposition practices.

Provides information and assistance to agency officials, employees, and
contractors, as appropriate, in records management including RECORD
KEEPING and records disposition practices.

Technical review of the National Office and Regional Records
Management Programs in OSHA is the responsibility of the OSHA
Records Officer.

For additional information on reviews, refer to Chapter X, Records
Management Reports.

Program and Regional Records Officers. The designated Program or Regional

Records Officer will manage and oversee all records management activities within
their organizations. The Program or Regional Records Officer is responsible for:

1.

Assuring organizational conformance to all requirements stated in the
OSHA Records Management Manual and other records management-
related directives.

Conducting records management reviews of subordinate offices to
determine compliance with the Records Management Manual, records
management instructions in other directives and with applicable file
systems and records schedules.

Reviewing existing manual and automated information systems within
their organization to ensure that RECORD KEEPING requirements are
met and records disposition is properly accomplished. Proper disposition
means:

. Disposition of records in systems has been authorized.

. The disposition schedule's instructions have been implemented.
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10.

. Any needed revisions of those instructions have been identified.

Suggesting changes in this manual, files systems, or records schedules to
reflect changes in records operations, organizational functions, work flow,
or records disposition needs of their organizations.

Assuring all classified and limited access material including Privacy Act
material is properly safeguarded and that the materials are properly
disposed when their retention period is completed.

Providing assistance to their organization regarding records management.

Providing the OSHA Records Officer a biannual report of records
management activities within the organization including changes in
RECORD KEEPING or records disposition.

Notifying the OSHA Records Officer of the appointment of Record
Liaison Officers in their organization.

Regional Records Officers serve as liaison with appropriate GSA and
NARA regional organizations on records management activities.

Technical review of directorate (including independent offices) or regional
records management programs is the responsibility of Program and
Regional Records Officers.

Records Liaison Officers. Records Liaison Officers will manage and oversee all

records management activities within their organizations. Records Liaison
Officers are responsible to:

1.

Assure conformance to the OSHA Records Management Manual, records
management instructions in other directives and with applicable filing
systems and records schedules.

Provide technical assistance to their organization in files management,
RECORD KEEPING practices, and records disposition.

Suggest changes in records management directives, filing systems,
RECORD KEEPING practices, or records schedules to the Program or
Regional Records Officer.

Properly safeguard and provide proper disposition for all classified and
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limited access material in their organizations.

Supervisors. Supervisors are responsible for appointing files custodians to
manage the files.

Files Custodians. Files Custodians are responsible for performing files
maintenance, RECORD KEEPING and records disposition activities and
conforming to the requirements of the OSHA Records Management Manual for
all documentary materials under their control, regardless of media.

XIV. Approved Filing System. The subject-numeric filing system is the filing system
mandated for use throughout OSHA, regardless of media.

A

This system permits arrangement of the primary subject titles in alphabetical
sequence while retaining a simple numeric order for the secondary (second) and
tertiary (third) subdivisions of the primaries. Regional offices may create
quaternary (fourth) subdivisions of primary subjects where necessary. The
primary titles are given simple, easily remembered abbreviations where possible,
such a PER for Personnel, BUD for Budget and LEG for Legislative and Legal.

A subject-numeric filing system is based on several major subject groups, each of
which is designated by a primary subject abbreviation. The groups currently
mandated for use throughout OSHA are contained in OSHA Instruction ADM 12-
0.1, OSHA Classtification System. Also, refer to Appendix F.

Exceptions to the use of this system must be approved by the OSHA Records
Officer.
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Chapter 11
FILES MANAGEMENT

Purpose. The purpose of this chapter is to provide a framework for OSHA managers and
employees to understand how files should be managed throughout OSHA regardless of
media. It makes no difference if records are paper, microforms, electronic, or
audiovisuals, certain standards apply to all of them. This chapter delineates those
standards.

Filing Records.

A. Records should be filed on a regular basis, preferably daily to be sure the
information is available for use.

B. Records management software may be used to provide a proper framework for
managing all records. Electronic systems often use records or document
management systems designed for their proper management and disposition.
These systems are also available to manage and dispose of hardcopy records.

C. Paper, microform and audiovisual records need to be physically placed in their
storage location as soon as possible after creation or receipt. Electronic or
computer records, whether located in shared memory (in server files) or in hard or
removable disks, need to be correctly identified, described and carefully filed in
directories or disk files that are properly coded to assure their proper
identification.

File Stations. These are specific points where official copies of documentary materials
including correspondence, reports, case files, and other documents, regardless of media,
are maintained. File stations are usually-set up so records of only one media is present.
However, some file stations have multi-media collections of records. In these file
stations, care must be exercised to be sure that all records, regardless of media, are not
inadvertently treated as nonrecord materials. Offices may establish official file stations,
as needed, to maintain records of the functions the office performs and identify where
records relating to each function are filed, including the record medium.

Handling and Safeguarding of Classified Material and Administratively Controlled
Information. Public access to Government information is in the best interests of a free

society. However, classified material (relating to the national defense or conduct of
foreign policy) or administratively controlled information (relating to individuals -
subject to the Privacy Act - or materials dealing with sensitive activities of the Agency
whose disclosure would not be in the public interest) must be protected against
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disclosure. Instructions for handling and safeguarding classified material and
administratively controlled information are located in Chapter IX.

Files Classification Files classification is mostly about the proper filing and
1dentification of correspondence and related records. Case files are generally self-
classifying, but proper classification of correspondence files will require careful
management. Paper files are the most critical, followed by electronic files. Regardless of
the medium, however, some means must exist to lead the searcher to the files. This
means files must be placed where they may be found or, more accurately, CODED in
such a way so they may be retrieved.

A. Classification Coding. Proper identification of records is essential for retrieval.
The file code is very necessary for paper records but it is critical for electronic
records. File codes in electronic media are usually 8 digits. However, Windows
95, Windows NT and Mac OS allow for longer file name as well as many
applications. Using logical, consistent codes for subjects is very important.

B. Determining Codes. Use the following techniques in determining the correct
subject file classification:

1. Read the subject line, if any, first. But remember, this might not be the
real subject.

2. Look for key phrases or familiar terms used in the text and check these
against the subject outline.

3. Note the address and/or originator. The identification of either may help
to establish the subject area with which the document is associated.

4. Refer to previous correspondence referenced in the material to be filed.
5. Ask technical personnel what subject or function the material deals with.

File-Coding Outgoing Documents. The originating office will select the subject
classification from OSHA Instruction ADM 12-0.1, OSHA Classification System, or
from Appendix G. If the proper classification of a document is not readily apparent,
contact your program or regional records management officer for clarification or
information.

Assembling the File. Assembly of the filing unit is very important to assure full
documentation of Agency policy, decisions, procedures, and transactions. Make sure that
each filing unit is complete. The unit contains all incoming or outgoing record copy
correspondence plus all background information necessary to fully document the policy,
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from Appendix G. If the proper classification of a document is not readily apparent,
contact your program or regional records management officer for clarification or
information.

Assembling the File. Assembly of the filing unit is very important to assure full
documentation of Agency policy, decisions, procedures, and transactions. Make sure that
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IX.

decision, procedure, or transaction. Official file copies in a suspense or tickler file or
those otherwise filed which relate to the subject matter of the file unit must be filed with
the unit. Electronic file systems must, at a minimum, provide links between each related
document. Electronic files should be arranged to provide a virtual folder that is the key
unit containing the electronic documents as if it were an actual folder holding paper

copies.

Linking File Elements. Linking of related materials is essential for documentation and
disposition.

A.

Linking records in paper or non-electronic media is usually accomplished by
placing related records together in the file. Sometimes in media such as
microfilm, the linking is done by electronic indexing systems.

In electronic systems, linking is always done by "tagging" using keywords, file
linking as in relational databases, etc. to identify related documentation.

In mixed-media files, the elements retained in electronic, videotaped or audio
taped or paper media should be maintained physically in the paper file unit
wherever possible. Where, because of size, media constraints, or other storage
considerations, electronic or other media documents are maintained in a separate
file location, the paper file unit must be annotated (linked) to direct the user to the
appropriate additional files.

Document Management/Recordkeeping Systems.

A.

Each file station must maintain its records, regardless of media, in accordance
with a plan or system.

The system for paper records is the filing system contained in OSHA Instruction
ADM 12-0.1.

Microfilm, photographs, videotapes, audiotapes, etc. will be organized and
maintained utilizing a common feature employed in accessing the records. This
might be a unit number; such as a photograph number or title, or an inspection
number, company name, etc., as best suits the user’s needs. Electronic indexing
systems are often used to access these records through reference t6 the common
feature used for filing.

Electronic records also must be arranged utilizing a common denominator.
Electronic recordkeeping systems do not simply provide a location coding for
each segment of the record. They require the system to physically store the record
together in one location, something which electronic systems not designed for
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recordkeeping purposes, such as E-mail systems and data base systems, among
others, do not accomplish. Electronic recordkeeping systems also provide a filing
structure as an aid to retrieval and disposition.

Advice and assistance in organizing and managing such systems may be obtained
from the OSHA Records Officer, the NARA web site (http://www.nara.gov/), and
the ARMA Rio Grande Chapter web site (http://www.flash.net/~survivor/).



II.

Chapter I11
RECORDS DOCUMENTATION.

Purpose. This Chapter provides guidance for the proper and adequate documentation of
OSHA policies, decisions, organization, functions, procedures and essential transactions;
that OSHA possesses a complete record; and that records are not accidentally destroyed,
lost, or removed. This guidance applies irrespectively of the physical form or media used
to provide a framework to hold the information or data.

Goals. Agencies are responsible for creating and preserving records that adequately and
properly document its policies, decisions, functions, organization, procedures and
transactions.

A. Objectives. The reasons for documenting what the agency does, how it does it,
why, where and who are to:

1. Protect the legal, financial, and other interests of the Federal government
and the people.

2. Ensure continuity and consistency in administration.

3. Assist agency officials and their successors in making informed decision.

4. Provide the information required by the Congress and others for

overseeing the agency's activities.
5. Conform to the requirements of law relating to information disclosure.

B. Benefits. By creating and maintaining adequate and proper documentation, an
office is able to:

1. Reconstruct the development of the current management's and
predecessors' policies.

2. Furnish successors with information needed to understand past and current
actions.

3. Leave an enduring record of the office’s accomplishments.

4. Maintain a record of oral decisions and other unusual events. Significant

decisions are often made orally by telephone or in conferences or
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meetings. Such decisions should be documented in writing. All meetings
or conferences should have minutes taken and filed along with a copy of
the agenda and all documents that were considered at or resulted from
such meetings as well as a record of decisions made.

I11. Documentation Needs. The documentation required is dependent upon the complexity of

the action, process, etc. being documented.

A.

Documentation Requirements. By and large, most documentation requirements
will be quite simple. The following examples show basic documentation
requirements:

1. A routine request for information requires only the request and a note on
the incoming request that the information was sent, assuming a copy of the
request is maintained at all.

2. A requisition for supplies or services requires only the requisition
including a description of the supplies, equipment or service requested.

3. A travel voucher requires the authorization, receipts and ticket stubs.

4. A purchase order requires the requisition, price quotation, and terms and
conditions of the purchase.

5. A receipt for delivery of supplies requires only the receipt copy of the
purchase order or requisition.

6. A directive clearance file requires the final clearances and the final
original directive or requisition.

7. A policy clearance file (leading to a directive or other policy statement)
requires documentation of why the policy is necessary, options considered,
substantive drafts and clearances, and final policy statement.

Working Documents. Draft or working documents are generally NOT records.
However, drafts or working documents which are essential to understanding the
development of a policy or procedure are records and must be maintained with the
final document or record. Questions should be addressed to the Program or
Regional Records Officer.

Complex Document Requirements. Some agency actions, procedures, etc. are so
complex and involved, that a great deal of documentation is necessary. Examples
include public docket files, standards development files and State plan
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IV.

development and management case files. Where this is the case and the records
liaison cannot determine if the 5 "W"'s are fully documented (What did the
agency do, Who did it, hoW was it done, Where was it done and Why.), the file
custodian or the records liaison should request a determination of the Program or
Regional Records Officer regarding the proper documentation for the records.

Documentation Determinations. Where questions exist as to what constitutes adequate
documentation,;

A.

The file custodian should request an opinion of the records liaison or the Regional
or Program Records Officer (RRO or PRO), as appropriate.

The RRO or PRO will decide what documentation is necessary for a particular
records series if the record series has applicability only in the region or the
national office directorate or independent office.

The RRO or PRO will request that the OSHA Records Officer issue a
Documentation Determination when the RRO or PRO is not sure what
documentation would be necessary or where the record series is in general use
throughout the field or agency.

Project and Case File Documentation. Project and case files can be simple or complex in
nature. Their documentation needs are usually more complex than correspondence files
and are more likely to contain multi-media materials. Documentation of case files and
projects is very important in any organization. Case files and projects serve to identify
and document at a point in time what the Agency is doing and how it is doing it.

A.

Case Files. Case files relate to a specific person, organization, process, or
transaction, have a definite beginning and ending, consist of two types of records:
Essential documentation and short-term documentation.

1. Essential documentation is that which documents specific actions taken
and decisions made. For example, a procurement case file's essential
papers would include the purchase order, requisition, cost and
performance information showing the goods or services purchased were
sufficient to do the job at the lowest cost to the government, and other
similar documentation.

2. Short-term documentation, including working papers or copies, relates to
materials that are not essential to show the history of the case file,
materials that may be summarized in the essential documentation, or
materials that are otherwise of little value. Usually this documentation is
disposable when no longer needed for active case file management or
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when the case is closed.

Project Files. Project files are a variation of case files. Projects usually are
detailed studies of a particular matter and usually result in the preparation of
formal findings, repotts, or another type of product such as a manual, procedure,
handbook, and the like. Projects often cover an extended period of time. Projects
deal with important aspects of an agency's work to improve or change the manner
in which that work will be carried out, what work is accomplished, the
organization in which that work is carried out, and in several other ways. Projects
provide useful documentation of the past history of an agency including policies,
procedures, practices, and other activities; and show which were successful and
which ones were unsuccessful and why.

1.

Essential Documentation. Documentation characteristic of project files
include some or all of the following:

. Project Proposals or Requests. These are developed internally or
received from another source. They include contracts for consultants.

. Approvals.

. Feasibility Studies, if desired.

. Project Statements, Action Plans, and Other Similar
Documentation. Shows what is to be accomplished, assigns personnel,
and responsibilities.

. Interim Project Documentation. Includes status reports, meeting or
committee reports, memoranda to the file, memoranda of telephone or
face-to-face conversations, correspondence relating to the study or project
(except transmittal letters), and the like.

. Final Reports. Reports, manuals, handbooks, procedures, and the
like required after the fact finding and analysis phases have been

completed.

. Project Implementation Reports. Includes implementation results
and presentation scripts and materials, if any.

. User Guides or Instructions, if any.

. System Documentation Flow Charts.
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2. Short-Term Documentation. Possible types of working or non-essential
documentation in case files include:

. Voluminous collections of cards, questionnaires, interview notes,
summary sheets, and other background materials involved in gathering
and tabulating data.

. Short-lived correspondence or documentation such as transmittal
letters and other materials dealing with the routine administration of the
case. This documentation has no more value than general correspondence-
type transitory documentation.

Assembly of Documentation.

A.

The record copy of correspondence, reports, studies, etc. must have all
attachments, enclosures, background information, etc. filed together (stapled or
otherwise fastened together for paper records) or otherwise have their location
identified especially where different media are involved.

Records where the official record copy is dispersed into different media. For
example, the report or correspondence is in electronic media, attachments are
video tapes under separate cover and background information is in hard copy or
paper media. Regardless of the media, they are still all records; some are paper,
some are audiovisuals and some are electronic. They are ONE record with parts
of that one record in different media.

Electronic media records are "assembled" by linking them together or identifying
the locations of individual files to the record.

The office MUST have a complete record in the official record copy. The
unauthorized destruction, alienation, loss, or theft of official records of the United
States is a crime. Do not think the designated record copy is the only official
agency record. It isn't if another copy more completely documents agency policy,
procedures, actions, transactions and the like.

Official Records. Personal Papers and Nonrecords.

A.

Official Records.

1. These are materials made or received either in pursuance of Federal law or
in connection with the transaction of public business. Official records are
public records and belong to the office rather than to the officer.
Correspondence designated "personal,” "confidential," or "private," but
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relevant to the conduct of public business, is nonetheless an official record
subject to the provisions of Federal law pertinent to the maintenance and
disposition of such records. The removal of official records from Federal
control is unlawful and subject to criminal penalties.

2. Those materials, created or accumulated by management officials, which
deal with job-related activities are considered records of the Agency.
They include but are not limited to materials relating to program policy
and procedures development and implementation, appointment calendars,
schedules, copies of awards, congratulations, invitations, thank you’s and
regrets, and the like which provide evidence of the official's job-related
activities.

3. "Management officials" refer to the Assistant Secretary, Deputy Assistant
Secretary, Executive Assistants, Program Committee Chairpersons (such
as NACOSH), National Office Directorate and Office Directors and
Deputies, Regional Administrators and Deputies and Area Office
Directors and Assistant Directors.

Personal Papers. Personal papers cover material pertaining solely to an
individual's private affairs and do not affect the conduct of agency business.
Personal papers, like records, may be in any media. Examples of personal papers
include personal copies of personnel actions, employee copies of earning and
leave statements, diaries, journals and other personal information that are not
prepared or received in the process of transaction Government business.

Nonrecords. Nonrecord materials often have many of the characteristics of
records but they do not serve to document significant activities of the agency.
These materials usually are not included in files as documentary evidence.
Nonrecords include technical reference files, working files, convenience files (Not
reading files), tickler files (another copy exists in the office) and similar
information that does not document the work of the agency. Refer to Chapter VII
for additional information.
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Chapter IV

PAPER OR HARD COPY MEDIA RECORDS

Purpose. This Chapter provides guidance for the proper maintenance and use of paper or
hard copy records to assure they fully document OSHA policies, procedures and
activities, are a complete and true record and are not accidentally destroyed, lost, given
away or removed.

Categories and Accessability.

A.

Paper records are usually harder to access than computer-generated records unless
the volume of paper files is small. Because of the relative difficulty searching
paper records, paper record systems usually contain either a computerized cross-
reference or a paper-based cross-reference copy.

Paper records fall into a wide variety of subjects. However, they can be said to
generally fall into 2 general categories: Correspondence or subject-related
documentation and case file documentation. (For an explanation of these
categories, refer to Chapter III).

Required Copies for Paper Records. Make the first three copies for all paper records.

The colors specified are optional. However, the purpose of the copies must be
recognizable. The record copy must be either yellow or marked as the record copy. An
exception may be made when records are produced on laser printers.

Note: When an electronic indexing system is in use, only the official record copy must

A.

be maintained.

Official File (Yellow or Marked Official File). This is the official file which
includes all attachments, related incoming correspondence, background materials.
In short, everything related to the subject. This copy can be either in a central
area or in your possession. IF IT IS IN YOUR POSSESSION, IT IS STILL A
RECORD, not your personal copy. If you have a personal copy separate from the
official file copy and it is more complete than the official file copy, YOU HAVE
THE OFFICIAL FILE COPY.

Reading File (Blue or Marked Reading File). This is usually a chronological file

which is a cross-reference finding aid to the official file copy (the yellow copy

unless a "personal” copy is more complete). The reading file copy tells where the
official file copy is located by coding in the upper right corner (either the file code
if the material is in the central file [subject or case] or, if the file is held elsewhere,
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the name of the subject or case file and the name of the person having custody of
the official file copy).

Supervisory or Other Reading File (Pink or Marked For Purpose). The office or
official supervising the office maintaining the record copy usually receives a
reference copy of correspondence.

CC's, Information Copies or Personal Copy (White or Xerox). Information copies
are usually copies on letterhead paper (an "official" hard copy) sent to someone in
another agency or in the private sector. This copy does not contain any drafters’
legends The personal copy might actually be the official file copy depending if
the official file copy or the personal file is more complete and contains the
complete history of the subject file or case.

I\A Coding Papers.

A.

Place the appropriate file code on the Upper Right Corner in Red ink or pencil on
All copies. (OSHA's file classification subjects are found in OSHA Instruction
ADM 12.1, OSHA Classification System, are outlined in OSHA Instruction ADM
12.4, Records Management Manual, Appendix D, Subject Outline for OSHA
Instruction ADM 12.1, OSHA Classification System.)

Mark the appropriate file coding, in red ink or pencil, on the upper right corner of
the material.

File the copies in the appropriate folder or other location.

Maintain a listing of all filing categories used in your office. This list will help
you retrieve materials and will help you classify records consistently.
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Chapter V
ELECTRONIC RECORDS
Purpose. This Chapter provides guidance to assure OSHA electronic records fully

document OSHA policies, procedures and activities, are a complete and true record and
are not accidentally destroyed, lost, given away or removed.

Scope of Electronic Records. Electronic documents, spreadsheets, databases, graphics
and similar data may be records, just as paper documents may be records. Any materials
created on computers using word processing, spreadsheet, database or other programs
may be records. The existence of these records on diskettes, hard drives, compact disks
or other storage device, doesn't mean they may be destroyed when desired. The National
Archives, at 39 CFR Part 1234, has set out regulations, including standards, governing
the creation, maintenance and use, and disposition of electronic records, including
permanent retention electronic records.

Identification of Records. The introduction of microcomputers into offices has worked a
great reevaluation of exactly what types of materials constitute records. At heart, a record
is not paper or any other physical form.

A. A record is information. That record can be ink on paper - it can also be magnetic
code on tape or disk. Electronic records can be identified by the use made of the
electronic information.

B. Electronically created information in electronic mail systems, business graphics
systems, digitized voice mail systems, office electronic message and calendaring
systems, management information systems, and decision support systems may
also be records.

C. The information must be reviewed and analyzed to determine if it is record or
non-record material. Pending determination, electronic information must be
considered to be records except for those types of information which consist of
non-record materials. Eliminating them from consideration as records will leave
those materials which are records and must be preserved until the end of their
scheduled retention period.

Electronic Record Series.

A. Identification. Electronic records, like other records, are identified by common
characteristics which are used to group them into specific categories or subjects.
These categories or subjects are called record series. Specific record series can
constst of financial records, administrative correspondence, program
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correspondence, inspections, laboratory testing results and the like.

B. Retention.

The retention for automated records in a specific records series generally 1s
the same as for related paper or non-automated records. While this is
generally true, there are some exceptions. A record series is most usually
linked to an item on a records disposition schedule or on the General
Records Schedules.

The electronic data may be considered a copy of a hard copy or paper
record. If a hard copy or paper record is not maintained, then the
electronic copy is the record copy. The sole exception to this is permanent
retention records.

Electronic media copies of permanent records must have a specific
retention period in a records disposition schedule or they must be treated
as a permanent electronic record.

C. Backup Copies. One record series that is limited only to electronic records is

backup copies. These are not duplicate copies of the record. These are old
versions of the record. For example, the old version of a word processing or
spreadsheet file after the file has been updated. The old version is a record if there
is valuable information in the old outdated version. Old versions of database
programs used to draft and develop standards or regulations may contain valuable
information.

Electronic Files Operations. Electronic records require strict controls on their

1dentification, maintenance, retrieval, use and disposition. Electronic media is very
sensitive and may be easily misplaced, destroyed or erased, or disclosed by accident.

Electronic records generally constitute their own finding aid. Use of cross-reference files,
similar to the "blue" copy of paper records, is unnecessary and will not be done.

A. Organization of Electronic Media. Different computer operating systems organize

and index data on electronic media in different ways.

1.

Various functions may affect the status and integrity of records created on
the computer. Saving the file currently in memory is one of these
functions. A new record must be saved or recorded on the proper medium
or it will be lost when the computer is turned off. Saving the previous
version of a file is another specified function because the previous version
is often erased and replaced with the new one. Copying and erasing files
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on the computer may have a direct impact on electronic record integrity.

2, It 1s important for users to keep in mind that they may be creating,
manipulating, and deleting official government records.

Electronic Mail (E-Mail). For additional information, refer to Appendix A, E-
Mail Determinations

1. E-Mail messages, including attachments may be record or Nonrecord
documentation. An e-Mail message must be analyzed, like any other
documentary material, to determine its record status. (Refer to the records
definition in Appendix B and the criteria for making records decisions and
determinations in Chapter II1.)

2. Where the message is determined to be of record character, does a paper
copy exist?

a. If a paper copy was not made, the electronic message is a record
and must be saved off the e-Mail system. It must be safeguarded
by being placed in a "security directory or file" so it will not
accidentally be destroyed.

b. If a paper copy was made, the paper copy is the record and the
electronic copy may be destroyed.

3. The record of the e-Mail message, whether paper or electronic, must
contain a record of the addressees and the sender and the date sent. If
deemed necessary by the sender, the record must also include the date
opened by the addressees or received by the addressees in their mailbox, if
supported by the system.

4, If the e-Mail message is a record and if it is NOT covered by a records
schedule item, it is an unscheduled record.

Current Files. Many computer systems will save information to a named file
when requested. Some systems wait for a command to save a file; others save
periodically; still others save based on quantity, such as a full page of text.
Automatic file saves are also possible to many systems. Users must know how
the system works to save files. Every user should think about how the computer's
file save feature will affect the work created. For example, the user may not want
to always change the old version of an application or data file and may also never
want to destroy the previous version of a file. The user must think very carefully
and determine if destroying the file version will destroy a record that must be
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D.

maintained to document agency policy, procedure, and the like.

Filing Electronic Documents

1.

The directory and sub-directory structure used to file documents should be
similar to the file system contained in OSHA Instruction ADM 12-0.1
used to file paper documents.

Electronic documents and paper documents relating to the same or similar
functions should be filed using the same or similar subjects. A memo
relating to inspections would be filed under Compliance 2 for paper
records. Electronic memos relating to the same subject could be similarly
filed. The directory structure could be similar to the following:

Figure 5-1
FILE SYSTEM STRUCTURE
Paper Record Filing Structure Electronic Record Filing Structure
Filing Cabinet Drawer C:\files 98
CPL COMPLIANCE FY-98 cpl_98
CPL 2 Inspections FY-98 2_insp
Individual File Individual File

The electronic records could be filed in the sample directory structure on
the right. Be sure each directory title includes the year.

Nonrecords could be filed in a folder labeled "Nonrec" or simply
destroyed and not filed at all.

Assignment of the disposition period from the appropriate disposition
schedule can be made to each folder. The directory title provides the year
the documents were created. The subject classification will provide the
disposition. Assure the proper retention period is applied to each
document (file) in the directory or subdirectory at the time it is "filed" to
assure proper disposition.

Continue adding files to the appropriate directory or subdirectory for the
remainder of the year.
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7. At the end of the year, add another set of directories only correct the titles
of the new directories to reflect the new year.

8. When the files in a particular directory have reached the end of their
disposition period, simply erase the directory. The files in the directory
will be deleted from the file directory or the disk. If complete and total
erasure of the file from the media is necessary, obtain and use a

commercially available overwrite utility program to repeatedly overwrite
the file .

Overwritten Files. When a file already exists on a specific medium, such as a
diskette, under a specific filename/extension, e.g., "SAMPFILE.DBM," a revision
of that file may replace the old file. The last revision of a saved file may take
over the exclusive use of the filename/extension. Two or more files with identical
names would confuse the computer and the user.

1. Some microcomputer systems render the old file "transparent" to the user.
The old file still exists on the electronic medium, but the file's name has
been removed from the directory and the file has become inaccessible to
the user. However, the file still exists on the file medium and can be
accessed with the right know how and software.

2. Some systems allow the conversion of the old file into a backup file. It
allows not only the current version of the file but a last previous version
backup file. Previous versions will then become transparent to the user.
The backup file will usually have the same file name but a different
extension. The last previous version backup file will be accessible to the
user but the previous backup versions will not be accessible to the user
although the data is still on the media.

Copied Files. Most computer file-copying functions have a clear problem area
with a direct impact on record integrity. The problem is rooted in the file-
overwrite concept outlined in paragraph c. above.

1. When a file is saved and then copied to another file on a hard disk or to a
diskette, two copies of the file will exist with identical filenames and
extensions. As the working copy of the file is modified and saved, it may
also be copied to another location at the end of each update cycle. Two
versions of the file are always available: the current one and its
predecessor. This file multiplication can continue indefinitely as long as
file space is available.

5-5



2. The problem in file management arises when the copy procedure
accidentally occurs in the wrong direction. A systems user may make
backup copies onto a floppy disk or loads a backup copy from a floppy to
the hard disk. Then the latest copy of a file is replaced with the preceding
version of the same file. Loss of valuable information, formats, editorial
changes, author time, and editing can result. If the most recent copy of the
file can be reconstructed, the user wastes time and experiences frustration.
If 1t cannot be reconstructed, the damage can be incalculable.

Erased Files. When a user erases a file by filename, there is normally no problem
with file integrity. There is no doubt the user intended to destroy the file. If the
computer system actually erases the file, there is no problem with file integrity.
However, many systems do not erase the file, they merely erase the filename from
the system directory. This allows the space occupied by the file to be used to
store other files since the system recognizes that space is available for a new file.

File Security.

1. In most instances of file erasure, pressing the "delete" key is acceptable to
delete files.

2. Users should be aware that in most cases of electronic erasure of files,
only the directory entry is erased while the file is still on the medium and
may be accessed by anyone employing the requisite commercially
available file recovery software. Just because the computer says Privacy
Act, policy determination, FOIA-exempt, trade secret and other limited
access records have been erased does not mean they cannot be relatively
easily retrieved from the medium. Users must be sure that classified and
limited access materials on magnetic media cannot be retrieved by
unauthorized persons.

3. If your computer contains sensitive information and you need to remove
the information from your computer, contact OMDS for assistance in
removing the files or in obtaining the proper software to allow you to fully
erase the files yourself.

Status of Files/Data in Active Memory. Electronic records generally have less
stability than paper or microform records. Users should frequently make backup
copies of their files to support the integrity of the electronic records. The
credibility and often the legal acceptability of information in electronic records is
directly related to the documented procedures for preserving the electronic
record's integrity and to periodic reports on the regular practice of those
procedures. Regardless of whether backup copies are made automatically,
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administrative backup procedures should be established. Standardized procedures
are the keys to effective control.

Backups of Files. All microcomputer systems allow backing up files, programs or

the entire hard drive. Backups should be done to assure the information on the
computer 1s safeguarded against accidental loss. Backups typically save the file,
program or entire hard drive on the computer to another location, usually another
directory for file or program backups or to another drive on a LAN for system
backups. Contact OMDS for information on system backups.

Labeling and Indexing.

1.

External Labels. Labels are essential for using electronic records. Labels
intended for use on floppy disks (on the paper jacket) should include the
name or abbreviation of the originating office, diskette title, begin and end
dates, software application (such as Lotus, WordPerfect, dBASE, etc.),

and the type of computer it was produced on. Computer generated
magnetic tape labels should include the volume/serial number, the name of
the sponsoring program office, and the data set names. Access restrictions
should also be placed on the label.

Internal Labels. Document, file and directory naming conventions for
internal labels should be easily understandable and standardized so that
authors and their colleagues or successors can find and use information
stored on disks or tapes. Labeling, naming and filing conventions should
be simple. One simple but effective system is to file similar documents
created during a set time period in the same place such as on the same
labeled floppy or in the same directory on a hard disk.

Indexing. Indexing is a relatively simple (although more complex than
labeling) way to find electronic documents if a filing system is not used.
Indexing of documents by offices is optional.

An indexing system should require the document creator to indicate the
name of the document, the addressee, the date, and the identifier of the
disk on which it is stored. An abstract of the document may also be
useful.

The index can be printed out, stored in magnetic media on appropriate
application software, on index cards or using some other method. The
amount and complexity of information in the electronic files will
determine if indexing is necessary and, if so, what kind of labeling and
indexing system is needed.
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VL

VIIL

VIII.

For additional information and assistance, contact your Regional or
Program Records Officer.

File Types. Electronic records may be said to fall into three main categories: Word
processing, spreadsheets and databases. These categories define the relative value of
electronic records or data. The records in each category may also span the range from
trivial to permanent, depending on the subject and worth of the material in the electronic
system.

A. Generally, information which is part of a system where the information may be
manipulated or massaged, rearranged, or otherwise changed in presentation,
format, etc. is more valuable as data than information which is not subject to
manipulation.

B. While administrative function data bases are treated as extra copies of hard copy
records, program data bases are not. Even if a program data base duplicates
program records, that data base is a record and cannot be considered a non-record
copy of the hard copy or paper record.

C. Word processing, spreadsheets and indexes generally do not have information in
them which must be maintained simply because it is in electronic form.
Information in word-processing and spreadsheet programs has equal value to the
hard copy output of those programs.

Access to Records. This paragraph deals with an area of great importance for the use of
electronic records: "Who has access to the information in electronic records and under
what circumstances?" The Freedom of Information Act (FOIA) and the Privacy Act have
as great an impact on access to electronic records as they do on hard copy or paper
records. The Electronic Communications Privacy Act covers access to electronically
transmitted information. The FOIA provides public access to information on Federal
government activities. The Privacy Act-pertains to records kept on individuals and
requires Federal agencies to prevent the misuse of data about individuals and ensures a
person's right to know the purpose and use of information assembled regarding him. The
Electronic Communication Privacy Act pertains to the intentional interception, use or
disclosure of electronic communications and the penalties for interception, use or
disclosure.

Judicial Use of Flectronic Records. This is an important area with many implications for
the use of electronic records: The rationale, procedures and rules for authenticating
electronic records for judicial actions.

A. Legal standards for the acceptability of records other than paper records as
evidence have been slow to evolve. The Federal Rules of Evidence provide a
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guide to admit records with a variety of contents and forms into evidence in the
courts. However, each judge is free to admit or dismiss evidence on the basis of
the court's independent evaluation.

The court must have evidence that the records are trustworthy. They must clearly
and accurately relate the facts as originally presented or in summary form.

Electronic records, however, contain systemic vulnerabilities not found with paper
records. Additional evidence must be presented to assure the court of their
trustworthiness. The Federal Rules of Evidence (Title 28 of the U.S. Code) serve
as the primary guide for evidence submitted to a Federal court. The three rules
that relate to electronic records are Rule 803(6) and (8) in Article VIII, Hearsay,
and Rule 1001 and Rule 1006 in Article X, Contents of Writing, Recordings, and
Photographs. (See Figure 5-1.)

Electronic records may be acceptable to the courts. The way in which electronic
records are created places them at greater risk than paper records. Ensuring the
trustworthiness of an electronic record has added importance. The following
reliability or trustworthiness concerns are intended to provide a framework for the
user to assure his records are acceptable.

1.

The user may be required to present evidence the equipment was working
properly on the day the computer record was prepared. A computer
operations log indicating the absence of any malfunctions is generally
adequate.

Output errors frequently result from errors in the initial data entry.
Procedures for verifying or proofreading data entered into the system
should be in documented.

The reliability of computer records is enhanced if an accurate audit trail is
provided to indicate the sequence of events followed in processing the data
and the methods used to prevent loss of data.

Software reliability is important in demonstrating reliability of the data.
Errors in data can occur from errors in programs. The user may be
required to present evidence related to the development and testing of
programs. In this event, contact the office responsible for program
development or implementation.
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Figure 5-2

JUDICIAL RULES RELATING TO ELECTRONIC RECORDS

Rule 803. Hearsay Exceptions;
Availability of Declarant
Immaterial

The following are not excluded by
the hearsay rule, even though the
declarant is available as a witness:

(6) Records of regularly conducted
activity

A memorandum, report, record, or
data compilation, in any form, of
acts, events, conditions, opinions,
or diagnoses, made at or near the
time by, or from information
transmitted by, a person with
knowledge, if kept in the course of
a regularly conducted business
activity, and if it was the regular
practice of that business activity to
make the memorandum, report,
record or data compilation, all as
shown by the testimony of the
custodian or other qualified
witness, unless the source of
information or the method or
circumstances of preparation
indicate lack 